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The Ultimate Identity Theft Prevention Plan

STEALING
YOUR LIFE

THE SUMMARY IN BRIEF

Before the ageof 19, Frank Abagnde had suaessfuly connedmillions of
dollarsworth of checkswhile posng as a PanAm pilot, docor and legal prose
cutor. It is his ealy life thathas been cgpturedin his best-sdli ng memor and
2002blockbuste film CatchMe If You Can Howeve, now he has gonefrom
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by FrankW. Abagnale _
fraud to a fraud-fighting conaultant.

WhenAbagnaletrains law enforcementofficers aroundthe courtry about

CONTENTS identity theft, he asksthemfor ther names andaddreses and nothing more. In
amatter of hours he canobtan eveything he would need to steal their lives:

The Sweetest Con of All Socid Security numbersdates of birth, current sdaries, checking account
e nunbers the namesof everyonein thar familiesand more This exerciseil lus-
The Next Victim — trates how easy it is for anyonefrom anywherein theworld to assune your
And It's You identity and,in a matterof hours,devastate your life.
Pages 2, 3 Consdering that a freshvictim is hit every four seonds,this summary
The Road to Becoming You offersimportant tips and techniquesfrom an unaurpased authority on the latest
RS identity theft schemes.
It Could Be Public Enemy Abagnak offersdozens of conaete stepsto transformanyonefrom aneasy
No. 1 or It Could Be Grandma markinto a hard case thatcriminals arelikely to bypassSewerd anecdoteof
Page 4 credive criminality areincluded,which areasentertaining asthey are enlight
What Your Duplicate ening.This summay provides clear, pradical ways to protect yoursef from
II:.s Dojng As You oneof today’s mog commoncrimes.
age
The 20 Steps to Prevent INTHIS SUMMARY, YOU WILL LEARN:
ontity gt « Whois at risk for identity theft.

* Why you should avoid offerstha appeal to greed or fear in exchangefor

Remember That Privacy peronaldata

Statement You Threw Away?

Pages 6, 7 * Howto monitoryour credit report regulaly and know if anyones been
The Crime That Keeps knocking on your door:

on Stealing » How to identify the peoplestealing identities.

Pages 7, 8 « Why you shouldrea privacy statements carefully andchooseto opt out of
Staying Two Steps Ahead shaing information whenewer possble.

(Or Three)
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THE COMPLETE SUMMARY: STEALING YOUR LIFE

by Frank W. Abagnale

The SweetstCon of All

Identity theftis the wholesale lifti ng of someone’s
identity for illici t gain. It's steaing that idenity, then
usng it to acessa person'shankacocount, therr persona
information andtheir person&financs. It's becoming
someoneelsefor the buds.

Therewardsareenormoudor athief. Identity theft
will afford you accessnot only to someonés wallet and
bank acwmuntbutto his or hervery life, charater and
ability to borrowandspend-Technologyhas madeiden
tity theft easyto execue behind the shadowy cloak of a
computerkeyboard.You don’t evenhawe to bein the
samecity or countryasyour victim. You can steal
someonis identity withoutbeing ableto spe& his lan-
gugye or pronouncehername.

A FederalCrime

Thefedera Idenity TheftandAssumptionDeterrence
Act, pas=d in 1998, madeidentity thefta fedeal crime.
It carries maximumpenaltesof 15 yearsin prisonand
subgantid fines.But police saythey havelittle incen
tive to go outandarrestanidentity thief. The FBI is
unde adirective not to investigateany white-collar
crimeunder $100,000n value, dueto lack of resoures
andthe shift in manpowerverto fightingterrorism.

Who's at Risk?

In recent yeas, identity theft hasbecomea crime so
versatie thatthelist of potentid targetsis endless.
Anyonewho hasa creditcardor a bank account,or who
pays billsis atrisk. Anyonewho hasa mortgage a car
loan,adebitcard,adriver’s licen®, a Sodal Searity
numbe, phonesenice, healt insuranceor a job is also
atrisk. If you usetheInternet you areatrisk.

A 35-yar-old NewYork busbg hadthe hubristo
choosenames off the Forbes400list, includingRoss
Perot,OprahWinfrey, Michaé¢ Bloombergand Ted
Turne, gleanedaddiional informationon themfrom the
Internet,and becanethem Tiger Woodswasvictimized
by a Cdifornia manwho renieda moving truck anda
storagdocker in his name.Even the deadcanbecome
targes of this insidiouscrime. ldenity theft is the
faged growing criminal activity in the country.

Evey Four Seamnds

In 2001,there were about 750,000docurnented vic-
tims of identity theft, and losse to banksand credi card
companes amountedto $5 billion. In 2003,the Federal
Trade Conmissionreleased the mod exhausve govern
ment study to dae onidentity theft, esimaing that
there had been 27.3million victims in the prior five
years In 2004aone,around10 milli on consunerssuf-
fered from sone variation of idenity theft, andlosses
exceeded$54 billion. In 2005,it’s believed thataniden
tity wasstolen every four seconds

By shning alight on thediabdically creative ard clever
criminad mind, you asa corsumer canclearly understard
justhow vulneralde you are to somebaly beconing you.
To effectively keepthis crimefrom hgppering to you, you
needto understand how it works in acomprehersive way
— what the telltale sigrs are, who doesit, how thievesget
information andwhatthey dowith it. m

The Next Victim — and It's You

A woman with especially fussytastes had been seach-
ing for her dream house for what seemed like forever.
And thenthere it was: a postnoden housetha was just
theright size in jug theright neighborhoodard best of
all, atjust the right price. Shehad to move fast— others

(continuedon page3)

The author: FrankW. Abagnée is the authorof the
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Summary: STEALING YOUR LIFE

The Next Victim — and It’s You
(continued from page 2)

hadappointmentsto view it thatafteenoon— and soshe
saidshe’d take it. All thatwasleft was to fill outthe nec-
essaly papework, talk to theright peopleand havethe
bark process herloanapplication. Thenword cameback
fromthe bank, ard its verdictwasbad. The mortgagewas
dened. Her credit was insufficient, andtherewas nothirg
they could do about it. Shewasshocked.

What WentWrong?

Thedealbreakemwasidentity theft. While shehad
been minding herown busines and payingher bills on
time, animpersonatr posingas her wasmaking mince
meatof hercredit. Her docr’s receptionist hadpilfered
her information from his files, obtainel multiple credit
cardsin hername,andthenrun themup to their limits,
costing thewomanthe housesheso fervently desired.

Therearefour key evens tha sugget thatsomene
has bemmea victim of identity theft:

1. Denial. Denial of credt is thefirst sign of identity
theft. Anothe form of denialis a notification of arate
increag on your car insuranceor homeinsuranceor
thatyour insurances beingcancekd.

2. Ripped off. It's a pretty goodtip-off that something
is wrongwhenyour creditcard,bank or otherfinandal
staementcontainschargeghatyou nevermade An
evenmoreobvioustip-off is a statementfor a credit
cardor loanthatyou didn’t know you had.

3. Harassedand hounded. Whenyou get callsto
colled on debs thatyou neverincurred,an alarm ought
to go off in your head.Gettheinformation from the col-
lector, thencontactthe conpany.When you spe to the
companytell themthatyou didn’t purchaseanything
from them or apply for aloan,andif they'd like a sworn
affidavit, tell themyou’ll sendit.

4. Where did the mail go?If your bills stopcoming,
or there’san unusial declinein the quantity of mail you
recave, thats a prodem well worth investigatimg. It
might meanthatanidertity thief has stolenyour mail or
haschangedthe addres®on your credit cardstatementso
you won't notice the fraudulentchaiges on your account.

Oftenthereis no signatall thatyou've bemmethe
targetof identity theft. Complacency alwaysworksto
thevery profitable benefitof criminals =

The Road to Beaoming You

The Interretis one of themostversatile reseach toolsa
criminal hasever beenhandedIt’s no exaggeationto say
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thatthere arethousands of freeandpaid resourceson the
Webthat canbe unsuspectindy usedfor idertity theft.

Evely time you share a pieceof informatian about your-
sef, without obtaining a binding guaanteethatit will not
be sold or shared, that information ingtartly entersthe
public domain andbecomedodderfor anexparding
informatoninduwstry. Theonly exception is medcal infor-
maton. For thatto be shared areleag hasto besigned

Between nosywashe warranties dogpoundqueston-
nares and compute diskstumbling off trucks, your pri-
vate informaionis vulnerable in a million different
ways, limited only by theingenuity of the thieves.

Nigerian Letter Scams

You might havereceived an e-mal tha purportedy
comes from the wife of a Lebanesebusinessmanwho
has been killedin an explosion in Beirut. He left behind
$86 million, and $20million of it is yoursif you help
get themoneyinto the United Staes.

Thisis oneversion of a classic scam with very long
legs.This type of trap is knownas a Nigerian Letter
scamor a419letter, naned after the pertinentAfrican
criminal codeunde which it can be proseuted.

As identity theft hasbecomethetop gamein town,
Nigerian Letter sams havebeen reconfiguredto steal
your identity information. Theydon't neassarly even
ask for your bank accountnumbe anymore They'd
rather getyour nanme and Sodal Security numberand
usethem for a full-scale identity assumpion.

Phishing

Thesee-mails, and numerousotherrenditions, are
called phishing attacks. Today, phishingis oneof the
mast productive waysidentity thievesgahertheir saurce
maerial. Phishing is highly effi cient. Sendng spam e-
mail out to amillion peopledoesn't cost a cent, but every

(continuedon page4)

Fake Bank Ads

One popular e-mail phishing category is fake bank
ads. If you call, you are asked the usual personal
information. Later on, customers are told that they
need to make an advance payment on their loan
through a Western Union wire transfer to an address
in Canada, identified as a “third-party consultant.”

If you follow the instructions, the criminals succeed
in making a double strike: They acquire some imme-
diate cash, plus they get sufficient personal informa-
tion to launch an even more rewarding identity theft.
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The Road to Becooming You
(continued from page 3)

“phish” that is hooked canbeworth thousindsof dollars.

The standardstrategy s to phish using a coverthat
peoplearelikely to recognizeand trust, usudly abank,
brokerage house corporaion or govenmentagency
Citibank,eBay andAOL havebeesncommonchoices.
Themesagewill setforth a phonybut believable rea
sonwhy you neel to respondwith your persond infor-
mation.You'reaskedto respondo the e-mail or click on
alinkedWeb addressandanswver the questionghere m

It Could Be Public Enemy
No. 1 or It Could Be Grandma

An astanishingly diversegroupof individuds is per-
fectly comfortablemakingatlead a pat-timeliving as
identity thieves.Theyarepeopleof all agesall races,
both sexes, all cultures,all religions eduated anduned
ucated, blue collar andwhite collar.

According to a 2004 studyby Judth Collins, a profes-
sorat Michigan StateUniversity,in morethanathou
sandrandomlyselecteddenity theft cases,roughly half
the culprits were women.

It' sthe WomanWho SavedYour Omdet

A 23-year-old waitressat a popula redaurant in
Ferwick Islard, Del., wasarresedfor usng a hand-hédl
credt cad reade, knownasa skimmer, to stea identities.
The device readsard recordsthe informationon magnet
ic stripes,thusallowing criminals to make fake cards. She
explainedtha at a party, a Russan man,who setup the
schemeamroached he. He paidhe $10for Visaand
MasteCardnunbers and$15for American Express.

Cdlins andher studentsat Michigan State,in their
examinaion of identity theft complants thathadbeen
filed with the police, calledor wrote thesevictims and
askeal them “How did the personget the informationto
stealyouridentty?” Of thosewho knew, a shocking70
percentregpondedthatthe thief obtainel theinformation
from a low-levelemployeewho soldit to somebodyelse.

Your information is everywhee, and workers with lit-
tle if anysecurityclearanceknow wherethe stuff is —
andhavethe meansandauthorty to get to it. m

What Your Duplicate

Is Doing asYou

In early2003,a 72-year-oldBritish man namedDerek
Bond, aretired engneer,grandfaher of six, Rotarian
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and wine enthusast, wasarrested in Sout Africa,
where he had been on a wine-tasting vacation with his
wife. Told tha the FBI had idenified him as awantd
fugitive, hewas imprisonel in a Durben jail. He was
fingered, the authorities informed him, for masternnd-
ing a marketing schene suppogdly intended to market
telephonecalling cardsthatfleeced more than200
invegors of milli onsof dollars. Thoughheinsistently
profesel hisinno@nce the police were corvincedthat
they hadtheir man. For three weeks, Bondwasforced
to sleepon a conaete floor.

After 20 days, he caughta break. Thereal culprit, an
identty thief, was nabbed in aLas Vegas hotel room
Bondwas released. It turned out tha the crook hadbeen
using Bond’s identity since as far back as 1989.0ddly
enough,theywere the sane age.

TheyGo Bankrupt

Crooksaren’t particularly proficient at managingtheir
finances, and being fredancers, thar incomescanfluc-
tuake alot. Oncethey start relying on your credit, they
drawyouinto all sort of nasty outcomes.

Not longago, awoman sawa notice in the mail that
was addressel to her son.Sheopened it and was
stunna to find him being summonel to appearat a
meding of creditorsthat was to be conduded aspartof
his Chapter 13 bankruptcycase This was rather disturb-
ing. Her sonwasn'’tin any debt tha shewas awareof.
After all, hewas 5 years old.

A sweepng new federd bankrupty law wert into
effed in October 2005, designal to eliminate so-called
“barkruptcies of convenience’ by peoplewho have
abusedtheir credt without eve intendingto pay thehills.
The law is having a peverseeffect on victims of identity
theft. Deltors now haveto repay someof thar old debt,
and there are no exclusions.Tha meansthat if anidertity
thief runsup excessive debt in your name and files for
barkruptcy, you'll be held resporsible for thebills. =

The 20 Stepsto Prevent
|dentity Theft

Idenity thieves — the professonak, atleast— spend
al their time trying to outwit you sothey can stealyour
money,while you spend at mosta smdl portion of your
timetrying to keep them from getting it. Sothe odds
distinctly favor them. But you can reduce thosepercent
ages significanty if you take a number of fairly simple
preauions.

Thefollowing are the 20 crucial stepstha canbest

(continuedon pageb)
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The 20 Stepsto Preventldentity Theft

(continuedfrom page4)

keep you from beconing a victim:

1. Checkyour credit report. Keepingabreast of your
credithistory is your bestself-protetion tedhniqueby
far. If an idenity thief usesyour Socid Security numbe
andnameto opena new creditcardacmuntwith a fake
addres andphonenumber,you may not find out about
it until thedamages long done— unlessyou check
your credit reportperiodically.

2. Don't give out your SSN.Jug beausea form con
tainsa spacefor your Social Security numberdoesn’t
meanyou haweto fill it in. A goodrule to adhereto is,
theless informatian you give out, the better.

3. Protect your computer. If you're usng awireless
connectbn to accessthe Internet make sureit’s seare.
Use anencryptel service.It’ s vital to updateyour virus
protection regulaly. Install anadequae firewall.
Assumethat ary edmai thatasksfor your persond
informationis a fraud.

4. Keep track of your billing cycles A missinghbill
doesn’t meanthata credt cardcompanyor a mortgage
holde is giving you a monthoff. Rathe, it may mean
thatathief haschangedyour addres. If you know the
MagerCardbill usually comeson the 15th andnow it’'s
the 27th,thensomehing’s up. Call and figureit out.

5. Examine your financial statements lik e an
obses®d acoountant. As soonasa credit card statement
arrives,go ove it carefuly to makesure you really
bought all that swiff. If youdidn't, ded with it right away.

6. Guard your mail from theft. Make a practiceof
picking up your mai assoonaspossble after it is
ddivered,lest somewell-intentionedthief condudes
youwon't mind if hetakesit. Congder investirg in a
locked mailbox, or if you live in a high-aime area, play
it extrasafe with a postoffi ce box. Takeyour outgoing
mail to adropbox ratherthanleavingit in the mailbox
in front of your home.

7. Investin a shredder. Getinto the habit of shredding
all documents before you tossthemin thegarbage This
goesfor dl bills and paperghatcontan personainfor-
mation egecially SocialSecurty numbersandfinancial
aaccount numbers. And it certanly goes for thosepre-
approved credt card andloan offerings If you're going
to sdl or discardyour compugr, wipethehard drive.

8. Practice safeshopping. Shoponly from seare

sites that will encrypt your orderinformationand your
creditcard numbe beforesendingthemto a merchant.

9. Avoid sketchy AT Ms. Be skeptical of portable
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madines tha you seein delis and hotel lobbies,espe
cialy onestha havea cord protruding from the back
thats not plugged in. Thatmeansthe daaisn't being
sent anywhere — it’s just recorded for a crook’s eyes.
Stick with real, secure bank ATMs.

10. Be suspicious of unexpected calls or letters.
When a busnesscalls or e-meils you andasks for per
sond information, indulge in a little healthy paranoia.
It'susudly acluetha sonething’s wrong. Makeit a
rigid policy notto getpersona unless you're the one
who initiated the contact.

11. Put real passwords on your accounts. Come up
with one password tha you can usein multiple applica
tions that no one elsewill know.And neve write it down.
A strong password is a randomeight-chaader combina-
tion of numbers, letters and symbols Better yet, pick
samehing familiar to you but thatonly you will know.

12.Keep your credit card closewhen shagoping or
eating out. When you're out spending money watch
how sdesp@ple and waiters handle your cards— make
suretheydon't havea chance to copy them. Be espe
cialy dertat a store or restaurant tha you've never
been to before.

13. Usesafechecks, and usethem sparingly. Make
it a habit to always get your checks from your bank,
because banksare far morelikely to useones thatcon
tain fraud protection features Theseincludethingslike
awatermak, thermodiromaic ink, chemically reactve
paper, and light-sensitive ink and fibers.

14. Secure the home front and office front. Find a
non-olviouslocation in your home where you canstore
your Socil Security card, pasgortand all records,
including credit card statements and tax forms, which
contain perond informéion. Don't leavevaluable per
sond information on your desk or compugr screen.

15. Carry only what you need. Leaveyour Social
Searity card athome in a secure place. Cary only
credit cardsyou plan to use.

16. Spring clean your credit cards. If you aren’treg
ularly using a credit card, cancel it. The more cardsyou
have the more opportuniiesa thief has to stealfrom
you. Maintain organized recordsof all your credi cards
sothat if atheft does occur, you can reportit prompty
and thoraughly:

17.Opt out. Ge& your name off of marketing lists that
ge sold and resold. If fewer busnesses hawe andsell
your daia, fewer thieves will be able to sted it.
18.Read privacy policies. They are essential for
undestandingwha your bank,financal institutionsand
(continuedon page6)
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The 20 Steps to Preventldentity Theft
(continued from page 5)

other businessethatyou dealwith do with your infor-
mation.Theywill also tell you whatrestricionsyou can
placeon thedispersabf yourinformation. Elect all the
restrictionsavailable to you.

19. Protect a deceasedrelative. Whensomeonelies
contct the credt bureausandhavea “deceaed” alat put
onthepeason's reports. Inform Sogal Security of thedeath
yoursdf, directly, with a copy of thededh cetific ate.

20. Placefraud alerts on your credit reports. Putting
afraud alert tagon your creditreportwill limit athief’s
ablity to openaccauntsin your name If you've beena
victim of idenity theft, you can place anextendedraud

alett onyour reportthatremairs in place for sevenyears.

Thes alers will slow downyour ability to getcredit, but
aslong as you're willing to aceptthat slightinconve
nience give yourlf all the protection that’s available.

Nothing is foolproof. But if you make it hardfor
thievesto getyour idenity, then their inclination will be
to leaveyou aloneandtry som@neelse =

Understanding Trade Lines
and the Meaningof R2

Oneof the primary reasonsdentity thievesare sosuc
cesful is thatmostpeopk don’t botherto read ther
creditreport or evenknow how to read one.And even
those who do often fail to appredate how importantit is
andhow a singleline buried somrewhee in the dense
body of their repott canradically affect their future.

Asi it is, somethng like 4.5 billion pieces of dataare
enteredeachmonthinto credi records:bill payments,
bankruptciescourtjudgnents overduechild support
payments foreclosuresandliens. Onereasonto read
your reportsreligiously is thatmuchof tha information
is wrong.

The Cradit History secton of your credit reportenu-
merate al of your creditaccountsandcredit behavior.
It's bascally your history of borrowving, reducel to
namesanddigits.

The accountsenumeratedhereareknown astrade
lines Eachtradelineincludesthe creditor's name and
theacountnumbe. Eachtrade line discloseswhenyou
openedthe acmuntandthe naure of the credit.

Whenyou look over your report,ched each trade
line very closelyfor accountghatyou don'’t recognize
Forthe accountsthatarelegitimately yours,makesure
thenumbe in the BalanceOwing colunm jibeswith

whatyou've actually spent.
6
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You Can Correct Your Credit Report

Any time you detect something amiss in your
credit report, correct the discrepancy as quickly as
possible.

The first thing to know is, it’s your right to have
your report corrected. The law states that both the
credit bureaus and the information sources — the
credit grantors who gave them the information about
you — are responsible for correcting inaccuracies in
your report. To make sure they really do, attack on
both fronts: contact the credit bureaus as well as the
information providers. Call all three major credit
bureaus — Equifax, Experian and TransUnion — then
follow up in writing. The credit bureau is allowed 30
days to investigate your case. The credit bureau then
sends you a written report on the outcome.

Payment Codes

Often thereportsrely on payment codes thatrange
from 1 to 9. Thereports will use“R” to stand for
revolving credit and “1” for ingallment, and thengrade
each account

An R1or |1 meansyou pay tha bill within onemonth
— in other words,on time. R2 meansyou pay within
two months and soon into escalating lengths of tardi
ness. R7 or I7 meansyour debs hawe beenbunched
togeherandare being repad unde consoldation. R8is
rather dismd news— your debt wassatisfied by repos
sesgon. Theworstnewsis an R9, whichis whenyou've
defautted and the debthas been deemed unamllectible.
RO meansyou've justentered the wondeful world of
credit andhaven't been out there long enoughfor the
credit wizardsto judgeyour behavior.

If atradelineis unfamiliar to you butthebill pay
ment areup to dae, don't ignoreit. An identity thief
may hawe usel your name and ID to get aloan, which
he or sheis temporaily repaying prompty soasnotto
attrad atenion. Don’'t make the mistake of thinking
thatan up-to-dak accountis a benefit to your credit
saore.You could wind up beng denied credit later on
when the personsuddaly defaults on “your” loan— or
even simply beauseyou how hawe too much credi. =

Remember That Privacy
Statement You Threw Away?

A privacy policy esertially tells you what personal infor-
maion abudnes collecs andhow it cdlecsit. It tellsyou

(continuedon page7)
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Remanber That Privacy Statement

You Threw Away?
(continued from page 6)

how the busines uses your informetion, who it shaesit
with, andwhat“opt-out” optionsyou have for limiting how
your pasonalinformation is compiled ard distribuied.

Whenit comes to the opt-out optionscontanedin pri-
vacy policies, there’sonly onesmat mowve to make. Use
them,all of them.

Selective Shopping

Readyour privacy statement@andthenevaluatethe
contentgo decidewho you wantto do businesswith.
Select your banks based on who does a beter job of
protecting your informaion.

If your bankdoesnt offer the contols that it oughtto,
use anotherone.If ashopping site falls shortin its pri-
vacy policy, shopat anoher place.Or complah vigor-
oudy aboutthe policy, andmaybe a miracle will happen
andthey’ll rectify the deficiendes. m

For additional information on privacy policy statements,
go to: http://my.summary.com

A Farewellto Checks

Thes days,Americanswrite someting like 39 billion
checksayear.Thatfigure is staring to comedown a lit-
tle bit, butthe prevaknceof chedsis still huge

Writing checksis justtoo dangerous Every ched you
write to the hairstylist or the cleanerhasyour name and
signatire,your bank’sname andaddress,your acaount
numbe andyour routing numbe. Sdespeopleroutinely
askfor adriver’'slicen® or work number,as well as
other personainformation, andscribble tha on the
check.Certanly just the checkfront alone contains
morethanenoughinformation to draft on your bank
account— or becomeyou.

Washing Checks

If you are goingto write a check to paythe electric
bill or thegasbill, don’t putit in the mailbox outside
your hous. Typically peopleputtheir outgoingmail in
the mailbox andput theflag up, whichis sortof like
raising aredflag. It makesyou vulnerale to an
extremdy commonscamcalledwashing checls.

Therearecriminalswho drive throughneighborhoods
earlyin themorningto seethatred flag, and removethe
envebpecontainingyour ched to the electric company.
Theytake thatcheckhome, put a piece of Scoth tape
overyour signatureandusean eveyday household

chemical to wash off al theinforméion onthatcheck
except your signaure. Then they can make the check
outto themsalves, fill in any amountandcad it.

Soif you're going to mail a check, takeit directly to
the pod office malbox and mall it there. An evenbetier
preauionisto usea pen with permanent ink. =

They Got Me — Now What?

No matter how many precautionsyou take, you might
become thevictim of identity theft. It’simportantto fol-
low anorderly protocol. Here arethe stepsto take:

1. Call the credit bureau fraud depart ments. Report
the crime to the three credit bureausso thatthey canput
analertonyour file.

2. Shut down all compromised accountsand docu
ments. Immediately pull the plug ontheold andthe
new, both your own accounts tha thethief may have
been misusig and any newaccountsthathe or she
opened in your name. When you reopé your accouns,
make sure you havea new accountnunber, andguardit
with afreshpassvord.

3. Filea police report. Thereportwill hep you
remove the fraud from your credit report Companés
will wantsomekind of proofthat youredly areavic-
tim. A police reportis the beg proof you can offer,
because creditors assumeyou wouldn't fil e a police
reportunlessyou really meant it.

4. Establish goodremrds — of evaything! Sendall
leterscertifiedmail, return receipt requested, from your
locd postoffice. Tha way you'll hawe arecord of when
you sent something and when it was received.

5. File a complaint with the FTC. Findly, once
you've determined as best you can the extent of the fraud,
file a complaint with the Federal Trade Commnissin,
which can be done online at www.consume govidtheft,
or by phone at 1-877-IDTHEFT. The FTC doesrt get
involvedin resdving individud cases but the complaint
is useful information in its work to investigate fraud, and
it could spur alaw enforcementresponse =

For additional information on credit bureau fraud departments,
go to: http://my.summary.com
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The Crime That Keeps

on Stealing

Thedarkside of identity theft istha it doesnt neces
saily end, even when you take the recommendedsteps.

(continuedon page8)
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Summary: STEALING YOUR LIFE

The Crime That Keepson Stealing
(continued from page 7)

You're dealingwith persisentcriminalswho don’t
relent and animperfectresoltion system. Tha combi
naion makes it very hardto conpletdy come out from
unde this insidiouscrime.

Evenafter oneparticular thief appeas to befinished
steding your monegy, he or shecontinuesto stealyour
seng of seawrity. Onceyou've been violated, it’s hard to
feel safe again.

An elderly coupe hadaregisered nurse living with
themfor yeas, caring for the man,who wassickly. When
hedied thenurse left — alongwith his identity. When
his widow wrote a checkfor hisfuned, it bounced
becasethe nurse had alreadycleanedout his account.

Criminal RecordsLive Forewver

Whenthievescommit othercrimes in your name you
really face a burdenthatwon't go away It's easy
enoughto checkyour creditrecord, but there’s no easy
way to checkyour criminal record. If an identity thief
has putablot on your record,you don’t know it until
the police stopyou. And you newver know whenit’s
goingto reappear.m

Write Your Company and
Congressperson— Now!

Sodety andpublic officials hawe a big responsibity.
Congres andstatelegislatures needto provide con-
sumerswith moreprotection;sodo the busnesse that
you patronize.

A groupthatcalls itsef Artists Againg 419 —exas-
peratedthatlaw enforcemenandcompanesdon’t do
moreaboutphishingscans — hasadualy been pursu
ing thieveson its own, a rareinstanceof a vigilante
groupaimed at white-colar crime. Whenoneman
found out thata departnent store had a videotgpe of the
thief who hadassumedhis identity, he managel to
obtan a copy of the tapeandconvinedalocal TV sta
tion to runit on the eveningnews Seveal viewers rec-
ognizzdthe manandcaledin to fingerhim.

Evely compary in America, everygovernmenggency,
evely municipality andeveryhedth-careproviderhasto
ak itself onesimple queston: Whatarewe doingto pro-
tectthe idertity of our custonersandour employees?

As a conaumer, you've gotto pushthem to get ananswer
to that quesion, becausef theydon't havetheright
ansver, they're putting you at needlessrisk. m
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Staying Two Steps
Ahead (Or Three)

Idenity theft will intensify in

sclfioviw RECOMMENDED
& READING List

If you liked Stealing
Your Life, you’ll also

its tried andtested forms and in :'k:;h ot You Hore W
s . at Got You Here Won'’t
newvariationsaswell. Idenity Gel You There by

Marshall Goldsmith with
Mark Reiter. The corpo-
rate world is full of intelli-
gent and skilled execu-
tives, but few will ever
reach the top and, accord-
ing to Goldsmith, subtle
nuances make the

thieves havealready begunto
invadecd| phonesand persnal
digital assistants and steal data
from them. We're going to con
tinueto see informaion swiped
on amassive scale from compa

. diffi !
niesand databases andsold not Hierence

. . 2. Wikinomics by Don
only in this county but overseas ™ fapseott and Anthony D.

Williams. The authors
address how the Internet’s
social network offers new,
decentralized ways to pro-
duce content, goods, ser-
vices and profit in the
emerging world of mas-
sive peer collaboration.

3. Words That Work by Dr.
Frank Luntz. To effectively
obtain the power of com-
munication, you must
learn that it's not always
what you say, but how you
say it. Luntz offers sound
advice on how to tactically
use words and phrases to
get what you want in life.

to thosewho wish to assune the
identtiesof Americans Even
terrorists would be able to dlip
into someones identity and get
ajob here and join a sleepe
cell, becauseit is soeasy to do.

Every precautionaryaction we
undetake to preventidentity
theft, therdore, has to take into
accountwha could come next
Crimeis afull-time job for its
praditionas. Every move to
thwart it has to anticipate the
criminals’ nextmove

Here’s agoodexanple: The avaage phishing site
lads only five days beforethe crooksabandm it and
move on to anewone.Why? It usudly takes aboutsix
days for law enforcement or security expets to shutit
down. Sothethieves head elsewhere just before they
hear the footseps of the authorities closng in.

Soyou hawe to think two (if notthreg stepsahead.

Protect Your saif

We need to wake up to thefad that identty theftisa
dramastill in itsfirst ad. You mug take stepsto protect
yourséf. And you muststart thinking like a criminal,
and remembe that a crook alwayslooksfor the easest
route to riches Don’t hand him or her amap.

We carit be idedlistic and think we can stop identity
theft altogether, but we can slow it down — alot. We can
possibly transform identty theft from a growthindustry
to one thatisin steady dedine.To do so,we musttake
prevention more seriously and pressbusineses, legsla
tors ard law erforcement to dothe same

We live busylives, butthisis aterrible problem
Renmember, evayoneis a potential victim. m




