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5Fraud

A
CCORDING to  
the Association 
of Certi!ed Fraud 
Examiners (ACFE), 
occupational fraud 

(asset the", corruption and !nancial 
mis-statements) costs an average 
business 5 per cent of its revenues 
every year, with global fraud 
losses totalling $3.7trillion. That is 
a startling amount of money, and 
shows how signi!cant fraud losses 
are to businesses, as well as their 
shareholders and customers # who  
are likely to su%er lower dividends and 
higher prices as a result.

Why employees commit fraud 
is well understood # the so-called 
fraud triangle shows that fraud is 
typically a combination of motive 
(usually greed), opportunity (e.g. weak 
internal controls) and rationalisation 
(e.g. revenge, or the misplaced belief 
that fraud is a victimless crime). What 
is far more di&cult is detecting and 
preventing individual fraud events. 
Knowing why an employee might 
become a fraudster is one thing # 
!nding ways to actually identify 
those committing fraud or preventing 
others from engaging in fraud in the 
!rst place is quite another. The ACFE 
estimates that it takes on average 18 
months to detect a fraud case, which 
suggests that there is plenty of room 
for improvement.

So what is the secret to e%ective 
fraud detection and prevention in 
organisations? If I had the answer to 
that I would already own the super 
yacht and Cap d'Antibes mansion  
I dream about (and I am far too honest 
ever to consider acquiring them via 
non-legitimate means). However, there 
are a few key factors to focus on.

The !rst is your internal controls 
# proper controls over budgets, 
expenses, procurement, and so on, 
such as segregation of duties, audit 
checks and !nancial reconciliations 
will help to prevent fraud. However, 
as Princess Leia once explained in 
the original Star Wars: *The more 
you tighten your grip, the more star 
systems will slip through your !ngers,+ 
meaning that ever-tighter and o"en 
in/exible controls can o"en prove 

ine%ective, as people quickly learn 
how to circumvent them.  

Another is fraud monitoring and 
detection using appropriate indicators 
(some banks used to require that 
sta% only have accounts with them, 
so that they could monitor account 
transactions) and whistleblowing 
procedures. But having such 
monitoring and detection controls 
does not guarantee they will be 
implemented e%ectively: the head of 
!nancial crime in one organisation I 
worked for once stated, with misplaced 
pride, that the whistleblowing hotline 
never rang, but that same organisation 
su%ered a major governance and 
misconduct scandal only a few years 
later (long a"er I le", if you ask).

So what does work best? In my 
view the best weapons are training 
and culture. What businesses need 
are loyal employees who understand 
that occupational fraud is far from 
victimless and is an assault on their 
fellow employees, shareholders 
and customers. Achieving these 
outcomes is not easy, especially when 
many businesses are still looking 
at redundancies and pay freezes to 
make ends meet. However, there are 
organisations that can help # such as 
Leicester University, which o%ers an 
anti-fraud and corruption training 
course, and Cifas, the fraud prevention 
service, with its annual employee fraud 
scape. It is also possible to learn from 
successful organisations like the John 
Lewis Partnership, which typically 
su%ers from less occupational fraud 
than other organisations # attributed 
to its pro!t-sharing partnership 
structure and high levels of employee 
engagement. A"er all, if you own a 
share of your organisation, you are 
only stealing from yourself.

So in combatting fraud do not forget 
the so"er controls like culture and 
training. If you can get these right, 
you should see signi!cant reductions 
in revenue losses from fraud # and if 
you do, remember who gave you that 
advice. I still want to earn that yacht0

Dr Simon Ashby is Associate Professor 
of Financial Services at Plymouth 
Business School

What Princess Leia 
can teach us about 
fraud control
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